Alfresco Disclosures

Software Version 5.2 - General Release: 201707

Environment:

- Alfresco Community - Version 5.2 - General Release: 201707
- Windows and Ubuntu
- Easy Install options used (default)

'9,’.‘ Alfresco  Welcome to Alfresco

I Community - 5.2.0 (re21f2be5-b22) ]

Online Documentation

Alfresco Share

Alfresco WebDav

Alfresco WebScripts Home (admin only)
Alfresco Administration Console (admin only)
Alfresco Forums

Alfresco JIRA

CMIS 1.0 AtomPub Service Document
CMIS 1.0 Web Services WSDL Document
CMIS 1.1 AtomPub Service Document
CMIS 1.1 Browser Binding URL

Findings:
1. CVE-2019-14222: Default Certificate

Description:

Alfresco Community 5.x and below ships by default with a set of known private certificates.
Anyone who downloads and installs the Alfresco Community software on a local machine
gets access to these files.

Once obtained, these private keys can be used to:
e Gain access to Solr (which uses x509 certificate authentication)
e lLaunch active MITM attacks using a trusted Alfresco Certificate
e Launch passive decryption attacks if Non-Ephemeral ciphers are used

Requirements:

For gaining access to Solr:
e Access to an TLS/SSL port hosting solr (443, 8443, etc.)
e The server still uses the default private cert

For decrypting client - server traffic:
e Active MITM attack
e Passive MITM attack with non-Ephemeral cipher



Proof of Concept:

1.1. Gain access to the Solr application used by Alfresco:
By importing the “browser.p12” file into the browser (password: alfresco), an

attacker can use it to authenticate to any Solr Server that still uses this default
certificate.

[ Q https:/f____ }8443/solr4 ] [ Q, search l

Becuri Kali Linux Kali Docs Kali Tools = Exploit-DB Welcome tonginxonD.. Wy Aircrack-ng g Kali Forums NetHunter Getting
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User Identification Request (]

This site has requested that you identify yourself with a certificate:
[ ls4a3

Organization: “Alfresco Software Ltd.”

Issued Under: “Alfresco Software Ltd."

Choose a certificate to present as identification:

Alfresco Repository [00:FF:F3:BC:DA:E5:7B:BA:22]
Details of selected certificate:

ill save y

Issued to: CN=Alfresco Repository,OU=Unknown,O=Alfresco

Software Ltd.,L=Maidenhead,ST=UK,C=GB

Serial number: 00:FF:F3:BC:DA:E5:7B:BA:22

Valid from August 10, 2012, 11:21:00 AM GMT-5 to July 17,
2112,10:21:00 AM GMT-6

Issued by: CN=Alfresco CA,O=Alfresco Software
Ltd.,L=Maidenhead,ST=UK,C=GB

Stored on: Software Security Device

[“]Remember this decision

Figure 1. Browser Asks for Certificate Authentication
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_ System
/)

Apache » .
Sol r o Start > days ago Physical Memory
“ Versions
(O % solrspec 4103
(2 Logging solrimpl 4.10.3 1644336 - mark - 2014-12-10 00:35:44
Swap Space
§ Core Admin % lucenespec  4.10.3
Java Properties luceneimpl  4.10.3 1644336 - mark - 2014-12-10 00:28:00
Thread Dump
File Descriptor Count
VM = JVM-Memory
Runtime Oracle Corporation Java HotSpot(TM) 64-Bit Server VM (1.8.0_131 25.131-b11)
[® Processors 2
& Args -Djava.io.tmpdir=/opt/alfresco-community/tomcat/temp
Dcatalina.base=/opt/alfresco-community/tomcat

-Djdk.tls.ephemeralDHKeySize=2048
Dsun.security.ssl.allowUnsafeRenegotiation=true
-Dalfresco.home=/opt/alfresco-community

-XX:+DisableExplicitGC

>

Figure 2. Successful Authentication to Solr Admin




1.2. Perform Active Man-In-The-Middle attacks using trusted cert, or in some
edge cases, decrypt captured traffic (if non-ephemeral ciphers were used):

The following images will be presenting the second case (decryption of captured
traffic) in Wireshark:
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[I [tcp.stream eq 2 +
Source Destination Protocol  Length Info
38 10.421132 TCP 60 51658 - 443 [ACK] Se Ack=1 Win=29200 Len=0
39 10.422974 TLSv1. 571 Client Hello
40 10.423087 TcP 54 443 - 51658 [ACK] Seq=1 Ack=518 Win=64240 Len=0
41 10.584541 TCP 1514 443 - 51658 [ACK] Seq=1 Ack=518 Win=64240 Len=1460 [TCP segment of a reassembled PDU]
[ 42 10.584554 [TLsvi. 123 Server Hello, Certificate, Certificate Request, Server Hello Done |
43 10.584700 eq=" k=" Win=32120 Len=0
44 10.590791 TLSV1. 275 Certiﬂcate, Client Key Exchange, Change Cipher Spec, Finished
45 10.590894 TCP 54 443 - 51658 [ACK] Seq=1530 Ack=739 Win=64240 Len=0
46 10.754563 TLSV1. 129 Change Cipher Spec, Finished
47 10.755319 HTTP 443 GET /alfresco/ HTTP/1.1
48 10.755377 TCcP 54 443 - 51658 [ACK] Seq=1605 Ack=1128 Win=64240 Len=0 -

Length: 1524
v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 77
Version: TLS 1.2 (0x0303)
» Random: 5cd4102083cb38afdoc588acad7feSd2cbfdc554f ad3a66. . .

Extensions Length
» Extension: renegotiation_info (len=1)
v Handshake Protocol: Certificate
Handshake Type: Certificate (11)

0000 16 03 03 05 f4 02 00 00 4d 03 03 5c d4 10 20 83 Moo\
0010 cb 38 af d@ c5 88 ac ad 7f e5 d2 cb fd c5 54 ff 8 T
0020 a4 3a 66 4c el 35 e5 73 a5 3e ea 20 5c d4 10 20 :

0030 89 81 e4 42 23 03 7a d6 42 83 d4 38 9c 2b fc 11 B#z B 8+
0040 35 6d 37 a6 86 01 2c b7 98 d5 bc 18 00 2f 00 @0 5m7 - -, /
0050 @5 ff 01 00 @1 00 @b @0 05 0d 00 05 0a 00 02 64 d
0060 30 82 02 60 30 82 01 c9 02 09 00 ff f3 bc da e5

0090 42 31 6b 30 09 06 03 55 04 08 Oc 02 55 4b 31 13 |B1 u UK1
0020 30 11 06 03 55 04 07 Oc 0a 4d 61 69 64 65 6e 68 |0 U Maidenh
00b0 65 61 64 31 1f 30 1d @6 @3 55 04 @a Oc 16 41 6¢c |eadl @ 18
0oce 66 72 65 73 63 6f 20 53 6f 66 74 77 61 72 65 20 |fresco S oftware
0040 4c 74 64 2e 31 14 30 12 06 03 55 04 03 Oc 0b 41 |Ltd.1 0 u A
00e0 6c 66 72 65 73 63 6f 20 43 41 30 20 17 @d 31 32 |lfresco CA® - -12

Alfresco Certificate Info

Figure 3. Establishing TLS with Unsafe Cipher and Alfresco Certificate
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N ip.addr == && http Expression..  +
No. Time Source Destination Protocol  Length Info

304 13.226399 HTTP 1403 HTTP/1.1 200 OK (application/x-font-woff)

305 13.236949 HTTP 395 GET /favicon.ico HTTP/1.1

307 13.398570 HTTP 219 HTTP/1.1 404 Not Found

319 27.184306 HTTP 539 GET /alfresco/s/index HTTP/1.1

322 27.378964 TLSv1.. 332 [SSL segment of a reassembled PDUJHTTP/1.1 401 Unauthorized (text/html)
- 346 50.177917 - [Frre 619 GET /alfresco/s/index rrrrP/1.1i
o 349 50.412274 2™ segment of a reassemble UJHTTP/1.1 401 Unauthorized (text/html)
v Secure Sockets Layer
[¥_TLSv1.2 Record Layer: Application Data Protocol: http-over-tls]

Content Type: Application Data (23)

Version: TLS 1.2 (0x0303)

Length: 560

Encrypted Application Data: bd3b12a68994ca25cf36f9a2bf8d@eacch287a8b7edbSedd.
e
Host: [\
User-Agent: Molllla/S 6 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,#/#;q=0.8\r\n
Accept-Language: en-US, es .5\r\n
Accept-Encoding: gzip, deflate, br\r\n
Referer: https://| Valfresco/\r\n
Cookie: 459E1FA870E! r\n|

T I\r\n

Connection: keep-alive\r\n
Upgrade-Insecure-Request

v

GET /alf rescu/s/
54 50 2f 31 2e 31 0d @a  index
2e 31 33 32 2e 32 32 38 Host:
72 2d 41 67 65 6e 74 3a [_J-Use
2f 35 2e 30 20 28 58 31 Mozilla
20 78 38 36 5f 36 34 3b  1; Linux

rvi60.0 )
20 46 69 72 65 66 6f 78 20100101
63 63 65 70 74 3a 20 74  /60.0--A
2c 61 70 70 6c 69 63 61 ext/html
6d 6¢c 2b 78 6d 6¢c 2c 61  tion/xht

61 6e 67 75 61 67 65 3a  Accept-L

Figure 4. Decrypted Traffic using Private Key



Note: This was made possible because the target server supported Non-Ephemeral
Ciphers, as well as the fact that the browser used for testing purposes was configured
to use these unsafe ciphers.

&« -5 C o © Firefox | about:config w
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Search: dhe

Preference Name A | Status Type Value
security.ss|3.dhe_rsa_aes_128_sha modified boolean false
security.ssi3.dhe_rsa_aes_256_sha modified boolean false
security.ssl3.ecdhe_ecdsa_aes_128_gcm_sha256 modified boolean false
security.ssl3.ecdhe_ecdsa_aes_128_sha modified boolean false
security.ssl3.ecdhe_ecdsa_aes_256_gcm_sha384 modified boolean false
security.ssl3.ecdhe_ecdsa_aes_256_sha modified boolean false
security.ssl3.ecdhe_ecdsa_chacha20_poly1305_sha256 modified boolean false
security.ssl3.ecdhe_rsa_aes_128_gcm_sha256 modified boolean false
security.ssl3.ecdhe_rsa_aes_128_sha modified boolean false
security.ssi3.ecdhe_rsa_aes_256_gcm_sha384 modified boolean false
security.ssi3.ecdhe_rsa_aes_256_sha modified boolean false
security.ssl3.ecdhe_rsa_chacha20_poly1305_sha256 modified boolean false

Figure 5. Unsafe Browser Settings used for Testing Purposes



Appendix:

Alfresco RSA Private Key:

MIICXAIBAAKBgQCX67H7604bPWaBpmfSroMlQamw/25gGpH9skakKOIvOgHDXzYRY
KRvGusQwHEDpf2IES5PoSPcsbmc7/T6£gHsCcUJtESgqTv561i+gTz6FBFOhS5VIWZIBJIG
HRs6VLQ8Jk9EmMz73cgod9fUR+xqquGQ59SYcelOyrnCIuseytGW3irgYKiwIDAQAB
AOGARVYJCOLS8ANTVULH9xPZzha+KJ9b0oI5SPFpY7kTCP1lm6tzChpBOzzYcJAELIIRA
/bM2gbrC5Epg2N+bMHKkWONMTLVgUISROpSeqgqGgCDEdbRVNnk8xxRnwdEwQbu+£v95
PNCmZkVb5Wvlgrd4afpYspzsz1C/aUOcDoVsyLUhO6gl/YsECQQDgmDVNnCo3HgH]
DS5bcygwypTbRiUojJGyS10Sytlfw2Snbwj7+TO0mgAgPcTnDIx3aUTOLT70Hrwv4Th
6bQ84YP5AKEAPChYFKjuEgQJKPIG8Mk61+S0nrYhL8yiz8aSEiEtJIDC7Q4/B+f3rA
bSIVHI0ZCwOyhFmhLVUADIy20Q0x 9EwLHbowJBANO1ZvomgNU8gGLEfyOOPZDhJ70dQ
eIbni4+gBAhLdFpp7j/3uRJbA/JGbYUBNK5aTbo3Vg09G1INSmbInamYHaxWECQDJE
StIYWEV4rfbt6Sd8RE4Dp66a0OXeeoh50kho9vuRolwgmKgWljnDVo/cHukGM7MJ1
fvD4CAAsSXjaSPgFfSbECQF7s1WinVNcNiRB2+Lt1XQuZLmadHDR1E7MoVapUkG7K
TISWmCrQOIakdAwfKINvt0akKb0BB1450cE6XbgqVLUM=

MIICxjBABgkghkiG9w0BBQOWMzAbBgkghkiG9w0BBQwwDgQIjeF5tsQo3BUCAGgA
MBQGCCQGS Ib3DOMHBAGUALtgweCIMgSCAOASPi427 £DT5Mtwg/x0iSr0468C/Hak
gSWPbCE1i fENCtWHbhSpF1vkGHNYwN+NPgmq4SGBYJ9fx1D71X7H8T 93 FVHr JgDzCu
1T3g8gzHta/vFimmPNCJIfIUAQpSTKmQepnXJA/3ecdQFPc70jZc7urkhK67I8tz8
ua9ijRP1/riPhRCTsiygNASN83nRLOpmdDkoxGOFz+I9vJnpoUztOzeL2ki5hJEY
bIRHEtp2J96wACk4ZKFoOy1AmD+XvqZQPWnh7NPSemW37bTgRqvIEBCHx3G001 FO
116m841ir6YpGrxyMNowk2 rXxwVGPoDadOWC3CE/RAFM4QacSCAJY6EMcY£eWQ895
296Y8zGPeDuvaP0qi fXP8QQAO0S2EN23q+1XWRBk3XEZJ6+CMy4NWaB4+767RQUB8C
7rJLc3k00rTtpiVtva40S2L.0yD+glyVBP299Q8U5bIN/wutxwPehK2RWULzUzsDho
JO0Iot65WizFZY6Ypso4vPBraR9g5XSAZ0yYTwg2cXL0e2yqHoXEW2U8/pVCxbtQs
GSQihYLIROVeOYuvYZCK7LVsjx1QVp2Ms50H/jFZciqGQcehdtFmSv/dgr ZAW3 Jw
IGAYLL6EUImzj ZYBC4PNxXrAJ9mgPe6SUjuQrUqchdwPUFjpdawtJ4 /JbSAAbPZX
TSJPCxR30f£SnQk8EE+KmwOelfpd7t78KXzoXEapIlJMsOP5930gxtSCxZrCt81lm
00Y5y4EA3s1bPnP1Zx101i71GN1/0WtT8PoIvuNLlyVSyUaRgF22RRuF7rd8REhNW
ZpbMoy5wGrm+IAgIEgqfQaneeSrBBmSpwIvtYIETjJBPTSbt2nnn9ev4gB
————— END ENCRYPTED PRIVATE KEY-----
Bag Attributes

friendlyName: CN=Alfresco Repository,OU=Unknown,O=Alfresco Software Ltd.,L=Maidenhead, ST=UK,C=GB

localKeyID: 54 69 6D 65 20 31 33 34 34 37 35 38 38 33 38 35 39 33
subject=/C=GB/ST=UK/L=Maidenhead/O=Alfresco Software Ltd./OU=Unknown/CN=Alfresco Repository
issuer=/C=GB/ST=UK/L=Maidenhead/O=Alfresco Software Ltd./CN=Alfresco CA

MIICYDCCAckCCQD/87za5Xu6IjANBgkghkiGOwOBAQUFADBMMQswCQYDVQQGEwWJIH
QjELMAKGA1UECAWCVUsxEzZARBgNVBAcMCklhaWR1bmhlYWQOxHzAdBgNVBAOMFkFEs
ZnJlc2NvIFNvZnR3YXJ1IEx0ZC4xFDASBgNVBAMMCOFsZnJ1lc2NvIENBMCAXDTEyY
MDgxMDE2MjEwWMFoYDzIXMTIwNzE3MTYyMTAwWjCBgDELMAKGALIUEBhMCROIxCzAJ
BgNVBAgGTA1VLMRMwEQYDVQQOHEWPNYW1kZW50ZWFKkMR8WHQYDVQQOKEXZBbGZyZXN7
byBTb2Z0d2FyZSBMdGQUMRAWDgYDVQQLEwdVbmtub3duMRwwGgYDVQQDEXNBbGZy
ZXNjbyBSZXBvc210b3J5MIGEMAOGCSgGSIb3DQEBAQUAA4AGNADCBiQKBgQCX67H7
604bPWaBpmfSroMlQamw/25gGpH9skaKOIvOgHDXzYRYKRvGUSQWHEDp£2IE5P0S
Pcsbmc7T6£gHsCcUjtES5qTv561i+gTz6FBFoh5VWZ jBJGHRs 6VLQ8Jk9Emz73cgod
9fUR+xqquGQ59SY¥ceOyrnCIuseytGW3irgYKiwIDAQABMAOGCSgGSIb3DQEBBQUA
A4GBAGANO/ 9mLAMCF6LgYFumyoDYZmzqUGDTvaCyIBC56stSedZ+WuM0/oaTzwxg
KfksudPBGAbfBKkHOrNQbLhh4YIUxdsgNHojVSUBK5qzd10xykKH/70uHIE2ZZ3u
FnFUVKYPP10h6doyObkeZhDgjUK587YT19L/URAGuvd40sgz
————— END CERTIFICATE-----
Bag Attributes

friendlyName: CN=Alfresco CA,O=Alfresco Software Ltd.,L=Maidenhead, ST=UK,C=GB
subject=/C=GB/ST=UK/L=Maidenhead/O=Alfresco Software Ltd./CN=Alfresco CA
issuer=/C=GB/ST=UK/L=Maidenhead/O=Alfresco Software Ltd./CN=Alfresco CA

MIICnDCCAgWgAWIBAQIJAILUY/ZsJjzXMAOGCSGGSIb3DQEBBQUAMGYXCZAJBgNV
BAYTAkdACMQswCQYDVQQIDAJVSzETMBEGA1UEBWWKTWEPZGVuaGVhZDEfMBOGA1UE
CgwWQWxmemVzY28gU29mdHdhcmUgTHRKLJEUMBIGALUEAWWLOWxmcmVzY28gQ0Ew
IBcNMTIwODEWMTYxNzMOWhgPMjExM]jA3MTcxNjE3MzRaMGYxCzAJBgNVBAYTAkdC
MQswCQYDVQQIDAJVSzETMBEGA1UEBWwKTWFpZGVuaGVhZDEfMBOGALIUECgWWQWxm
cmVzY28gU29mdHdhcmUgTHRKLJEUMBIGAIUEAWWLOWxmcmVzY28gQ0EwgZ8wDQYJ
KoZIhvcNAQEBBQADGYOAMIGJACGBAOOOCnNTBBh88zAbSNUb292F4Hgwe /43 qyBnU
I/uj2Js6247Sulcm9IjgbijKly6ZC+sGeTwBQoJ67/tNS4f/GibcdSuUnIooFvnP
NbpRnebzWKcUxiK9gApzRtmgAJrgaTOBIBV3POQB5snD8Uc5ZwhCgf3joXtn73K]j
yZFgJXnXAgMBAAGH UDBOMBOGA1UdDgQWBBODGP8 /OEY 7gLx 9BhR/2wiMheoV2TAf
BgNVHSMEGDAWgGBQODGp8/0OEY7gLx9BhR/2wiMheoV2 TAMBgNVHRMEBTADAQH/MAOG
CSgGSIb3DQEBBQUAA4GBAKKwWXCcAeLn+viE+iXTIN1SHXxRBDJ4+zW2N7ClheJlom3
ONNWBo3H1DZFYoL3kjm5UC25KF0/wXEBg6Fb60n+j 7AqgXXsYbLTqrtJP57gLTja
gyoEHBezH1+2LV0qZ+934/5y07gNdH/6cu38VCtGbQfrqfwxgCI5L50pK2U3sVrk
————— END CERTIFICATE--—---—




